Ladies and Gentlemen, here's *Your* Cyber Army!

(from a Hacker's perspective, of course :)
aka “Cyber Warfare 2.0”
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-Disclaimer

. Due to the very sensitive nature of the topic, it is
not permitted to take photographs or audio
and/video recordings of this presentation: please
hold all photography until Q&A.

Of course, you may easily hide a mini-camera or park

your smartphone on the desk while and filming: you
would lose my friendship though.

Consider what’s more important foryou...

Also, please note that , the Key Note will be
videorecorded by CONFldence X staff, cleaned out of
some frames, then it will be released.

. The views expressed are those of the author(s) and
speaker(s) and do not necessary reflect the views of
UNICRI, ENISA and its PSG, nor the companies and
security communities I'm working at and/or
supporting.

. Thanksand....enjoythis final Key Note ©
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->The Speaker

Raoul Chiesa * SECHFI'U/'BI'DI(EI'S

O |n|:|r]l:1.tuﬁ-| curity Defense Services

= Founder, Partner, Security Brokers Inc.

= Principal, CyberDefcon UK .
= Senior Advisor & Strategic Alliances on Cybercrime presso "UNICRI ¢

(United Nations Interregional Crime & Justice Research Institute) CYbEI"f'? S eon
= PSG Member, ENISA (Permanent Stakeholders Group, European
Network & Information Security Agency)
* Founder, Member of the Steering Committee and Technical Board,
CLUSIT, Italian Information Security Association) *

* *
= Steering Committee, AIP/OPSI, Privacy & Security Observtory +* enisa
= Board of Directors, ISECOM x e N
= Board of Directors, OWASP Italian Chapter K ¥

Founder, Owner, @ Mediaservice.net
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->SB

JSecurityBrokers

|  Global Cybersecurity Defense Services

Security Brokers

= Security Brokers (SB) was established after three year-long phase of «<human start-up» and
bootstrapping.

= SB’s concept can be summarized asan agile IT and InfoSec marketplace provider with
360° vision, which uses a business model similiar to traditional brokerages: we locate the

best «product» (expert, service, product), typically locatedin «niche» sectorsto best serve
our clients.

= The model itself is based chiefly upon personal relationships and networks cultivated over
20 years and tried & tested in the field over the past 10 years.

= This said, SB has as «input» its own key Suppliers (Associates) and its High-Level
Independent Consulting Services as «output».

= The full listing of SB’s Associates is not yet public (ETA: JUL/SEPT 2012), though it
encompass many respected Ethical Hackers, IT Security Researchers and top-class experts.
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- Our operating areas

*SecuriUmekers

Hobal {f}'|:L‘LﬁﬂL1'L|L'il\' Detenise Services

Security Brokers.

= We focus on critical and interesting topics. Thanks to the know-how and specialization our 30+
global experts have gathered over 20 years of demonstrable field experience in the Information
Security and Cyber Intelligence communities (and a few others!), we can claim over 600 combined
references per year.

= Qur main service areas can be summarized here:
= Proactive Security
= With a focus on mobile networks and devices, modern telco networks, SCADA/NCI security, IA in the
Transport, Space & Air sectors, social networks, and proactive identification and mitigation of security issues.
Post-Incident & Incident Response
= Attacker profiling, Digital Forensics (Host, Network, Mobile, GPS, etc..), Training
Cyber Security Strategic Consulting (Technical, Legal, Compliance, PR, Strategy)
= On-demand «Ninja Teams»
= Security Incident PR Handling & Management
Psychological, Behavioural and Social aspects of hacking and infosec
Cybercrime
= Botnet takeovers and takedowns, Cybercriminal profiling and bounties, Cyber Intelligence reports, facilitator
towards external CERTs and LEAs/LEOs,|...]
Information Warfare, Information Superiority & Cyber War (intended ¢
= (Qday vulnerabilites and “digital munitions”; OSINT Trainings & Services

for MoD clients)






Scenarios

->Learning from the past...

". .. attaining one hundred victories in one
hundred battles is not the pinnacle of excellence.
Subjugating the enemy’s army without fighting
is the true pinnacle of excellence."
Sun Tzu: “The Art of War”, 350 BCE

"There are but two powers in the world, the
sword and the mind.
In the long run the sword is always beaten by

the mind."
Napoleon Bonaparte in Moscow, 1812
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->..in order to study the present...

. SecurityBrokers

hlnl:u] Cvbersecurity Defense Services

“2011 Cybercrime financial turnover apparently scored

« Cybe rc ri me up more than Drugs dealing, Human
Trafficking and Weapons Trafficking turnovers”
ranks as one

of the top
four economic
crimes»

Various sources (UN, USDOJ, INTERPOL, 2011)
Financial Turnover, estimation: 6-12 BLN USDS/year

Source: Group IB Report 2011

|EROuE IE|

http://group-ib.com/images/media/Group-
IB Report 2011 ENG.pdf

PriceWaterhouseCoopers
LLC Global Economic Crime
Survey 2011




SLIDE NOT PRESENT IN THE PUBLIC RELEASE OF THIS PRESENTATION
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-> Reasons for this talk/2: my experiences with «Info War»

— 1986-1995: | hacked into most of the world’s military and
Government’s environments and Data Networks (good old times! ;)

— 2009-2011: Supporter of INTERPOL's & Team Cymru’s folks

— March-August 2010: the “COPASIR REPORT”: I've been Interviewed by
the COPASIR (Italian Parlament Committee for the Security of the
Republic), which then published the final report (public, in Italian).

— June 2011: Speaker at the ICCC (International Conference on Cyber iCCC !-I_E;E'-E

Conflict) in Tallin, Estonia, for the CCDCoE (NATO Cooperative Cyber e || e
Defence Centre of Excellence). :

— September 2011: Key Note Speakerat the GOV.CERT Poland
Conference, Secure 2011 .

SﬁCUFE

=011

— November 2011: Speakerat the GOV.CERT of The Netherlands

— May 2011: Among the founders of the “CyberWorld” Working Group at canD
the CASD (CenterforHigher Defense Studies) inside the OSN (National
Security Observatory) at the Italian Ministry of Defence. f v i
| osn ety
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-> What happened ‘till now?

Building! (OyO) Conclusions

on Stuxnet
. Report
\ 2010 WJirus

. 2007: Aurora Experiment

2007: DDOS Attack
\ against Estonia

K 010 o
- | P £
Source: Andrea Zapparoli Manzoni,
Securiti Brokers
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> Right? NO!!!

Ehi, we’re missing one important piece here (at least!)
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- Back to the 80’s...
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- Back to the 80’s...

d The first worldwide-known case about Soviet Union (KGB) hacking into US
defense contractors and critical Military and Government

infrastructures, using CCC.de’s hackers:
Defense Contractor McLean, VA

JPL — Jet Propulsion Labs, Pasadena, CA

LBNL — Lawrence Berkeley National Labs , Berkeley, CA
NCSC — National Computer Security Center

Anniston Army Depot, Anniston, AL

Air Force Systems Command Space Division, El Segundo, CA
OPTIMUS Database, PENTAGON

Fort Buckner Army Base, JAPAN

U.S. AIR FORCE, Raimsten, GERMANY

U.S. NAVY Coastal Systems Computer, Panama City, FL
U.S. ARMY 24t Infantry, Forth Stewart, GA

SRI International, Omaha, NB

U.S. ARMY Darcom Seckenheim, West Germany

AN N N N N N N NN

d 1989: The Cuckoo’s egg by Clifford Stoll
= http://www.amazon.com/Cuckoos-Egg-Tracking-Computer-
Espionage/dp/1416507787/ref=pd bbs 1/002-5819088-
5420859?ie=UTF8&s=books&qid=1182431235&sr=8-1
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- Back to the 80’s...Wanna learn more?

Learn more reading the book!

and/or,
Watch this:
”’J “Jl' J k :;'I E http://www.youtube.com/watch?v=EcKxaqlFTac

UGH THE MAZE [
[11-1'[* L*H.L_. : .
H v ....and this, from TED:

¢ http://www.youtube.com/watch?v=Gj8IA6x0pSk
(Cliffy, we just LOVE you,
/ 3

all of us! :)
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- Intelligence

[ Intelligence Elements
v" Information / Data
v’ Subjects / Actors (Persons, Agents, Organizations)
v’ Correlation, Analysis and Reporting

[ Intelligence Actions
v’ Protect
v' Obtain
v' Improve
v Influence
v’ Disturb
v Destroy
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-» Lingo aka Terminologies

d CNA, CND, CNE
v' Computer Network Attack
v' Computer Network Defense
v' Computer Network Exploit

(J Some good starters, here:

v' http://en.wikipedia.org/wiki/Computer network operations
v' http://www.dtic.mil/doctrine/new pubs/jointpub.htm

10 = Information Operations
v' US dominates this...
v’ Lot of misunderstandingand false interpretations
v" A (very very) LOOOOONG list of terms... (I’'m sorry for this! ®
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-> 10 / Information Operations: Definitions /1

= JO = Information Operations

= JW = Information Warfare

= JA = Information Assurance

= (C2 = Command and Control

= C2IS = Command and Control Information Systems

= C2W = Command and Control Warfare

» C3 = Command, Control, Communication

= C3I = Command, Control, Communication and Intelligence
= C4 = Command, Control, Communication and Computers
= (C4I = Command, Control, Communication, Computers and Intelligence

= (C4I2 = Command, Control, Communication, Computers, Intelligence and
Interoperability

= C4ISR = Command, Control, Communications, Computers, Intelligence, Surveillance
and Reconnaissance

= C5I = Command, Control, Communication, Computers, Combat Systems and
Intelligence



Introductions Scenarios WW Status Building! (OyO) Conclusions

-> 10 / Information Operations: Definitions /2

I = Intelligence

S&R = Surveillance and Reconnaissance

RSTA = Reconnaissance, Surveillance and Target Acquisition

STA = Surveillance and Target Acquisition

STAR = Surveillance, Target Acquisition and Reconnaissance

ERSTA = Electro-Optical Reconnaissance, Surveillance and Target Acquisition
STANO = Surveillance, Target Acquisition and Night Observation

ISR = Intelligence, Surveillance and Reconnaissance

ISTAR = Intelligence, Surveillance, Target Acquisition, and Reconnaissance
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-> 10 / Information Operations: Definitions /3

SIGINT = Signals Intelligence

COMINT = Communication Intelligence

ELINT = Electronic Intelligence

FISINT = Foreign Instrumentation Signals Intelligence

OSINT = Open Source Intelligence

PSYOPS = Psychological Operations

IMINT = Imagery Intelligence

MASINT = Measurement Signal Intelligence

HUMINT = Human Intelligence

GEOSPATIAL Intelligence = Analysis and Presentation security-relevant Activities
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-> 10 / Information Operations: Definitions /4

OPSEC = Operational Security

INFOSEC = Information Security

COMSEC = Communications Security

PHYSSEC = Physical Security (Human, Physical)
HUMSEC = Human Security

SPECSEC = Spectrum Security

and includes:

EMSEC = Emissions Security (cables on the air)
ELSEC = Electronic Communications

SIGSEC = Signals

C-SIGINT = Counter-Signals Intelligence
ECM = Electronic Countermeasures
EMI = Electromagnetic Interference
IBW = Intelligence-based Warfare
IEW = Intelligence and Electronic Warfare
(Additions welcome, mailto:indianz(a)indianz.ch)
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- A jump to 2007...

"In the very near future many conflicts will not ta ke place on the
open field of battle, but rather in spaces onthel nternet, fought
with the aid of information soldiers , thatis hackers .

This means that a small force of hackers is stronge r than the
multi-thousand force of the current armed forces. i

Former Duma sieaker Nikolai Kurianovich, 2007
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- So, what do I see in 2012? © LOL!!
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-> Profiling «Hackers» (United Nations, UNICRI, HPP V1.0 — 2004-2010) ",
\‘{ \) wmierl

\( )/ advancing security, serving justice,
“* 2.4 building peace

OFFEMDER 1D LONE | GROUF HACKER ARG MOTIVATIONS /
PURFOSES

End-User

For fashion, iF: “cool” = fo
boast and brag

Wanna B2 Lamar §-1& yoars
“Iwould Bke to be o
hackear, butl can't”

Script Kiddie 10-18 yoors SME | Specific securily
The script boy flerws

Cracker 17-30 yeurs Business compony
The destructor, bumned
ground

Ethicol Hacker 15-50 years Vender | Technolagy For curissity (to leam) and
The "ethical” hocker's altruiztic purposes
werld

Guist, Paronoid, Skilled 16-40 yoars LOME On necessity For curicsity (o leam) ==

i The very speciclized and egeistic purposes

paransid aftacker :

18-50 yoors LOME “Bymbel” business
The soldier, hocking fer company / End-User
money

22-45 yoors Buziness company |

Industial espionoge

25-45 yoars
Cla, mMossad, FBI, ate.

Corporation

Governmant | Suspacted
Tarrorl/

Shrategic company/
Indiviciucl

Goveamment [ Strategic
company

25-48 years
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-> Profiling «Hackers» (United Nations, UNICRI, HPP V2.0 — 2011-2012)

/) N - -
%’ ), unieri
advancing security, serving justice,
w building peace
1. Wannabe Lamer

2. Script kiddie: under development (Web Defacers, DDoS, links with distributed teams
i.e. Anonymous....)

3. Cracker: under development (Hacking on-demand, “outsourced”; links with Organized
Crime)

Ethical hacker: under development (security researchers, ethical hacking groups)
Quiet, paranoid, skilled hacker (elite, unexplained hacks?)

Cyber-warrior: to be developed

S A o

Industrial spy: to be developed (links with Organized Crimes & Governmentsi.e. “The
Comodo and DigiNotar” hacks?)

(oo]

. Government agent: to be developed (“N” countries..)
9. Military hacker: to be developed (India, China, N./S. Korea, etc.)
X. Money Mules? Ignorant “DDoSsers”? (i.e. LOIC by Anonymous)



Introductions Scenarios WW Status Building! (OyO) Conclusions

-> Profiling «Hackers» (United Nations, UNICRI, HPP V2.0 — 2011-2012)

Going after Cybercriminals: /RN _
. y (&3 uniari
\i“ advancing security, serving justice,

= Kingpins & Master minds (the “Man at the Top”) S Llilding poace

0 Organized Crime
0 MO, Business Model, Kingpins — “How To”
0 i.e.: http://blog.eset.com/2011/10/18/tdl4-rebooted

= Techies hired by the Organized Crime (i.e. Romania & skimmingat the very
beginning; Nigerian cons; Ukraine Rogue AV; Pharma ADV Campaigns;
ESTDomainsin Estonia; etc..)

= Techies hired by the GOVs, MILs & INTs (those 4 malware factories out there?
Freelancers? Old-school guys or retired engineers?)

= Structure, Infrastructures (links with Govs & Mils?)
= Money Laundering: Follow the money (E-mules & new ways to “cash-out”)

= Qutsourcing: malware factories (Stuxnet? DuQu??)
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-> The official one — 1998!

Joint Pub 3-13

l]:-|||1 Fub 313, “loing Dactring fod
Information Chperations,” represcnis @
sipnificent milesone in defimamg how joing

e

Fl forees use information eperalions (0] 1w

sapporl our nikonal military simtepy,  Our
abality 0 conduct peacctime thoater

ehgapemend, 1o foneskall or pegvent crmmas and

Joint Doctrine
for Information
Operations

conilict, amd io fighi and win i crically
dependent on effectiove 1O ae all loveds of war
and acyoms the rnge of malimry opertions

laindi Pub 3-13 |'|r-.|-.|.|-.--. ihe doctrinal
foundnimm For the comduet of 10 in poing
operations, 1 discesses inlegration and
'.:nl-,|'_"\.llll.l'.'h||-\.-l'. of allenmive omd delfeawve 1
I Ehe [I:J.III'.II'.l; and exevubion of ¢ombatani

commandon” plans and operalions o support
e Sl AL |-||-.'r4||.-r|.||_ and isciscal levels
ol war, The guidance contaimed berein provides jomt force commmanders end (beir
eomponent commmanders with the koowicdpe nocded (o plan, tmimn o, and comduc 10

Commanders must understand the contend ol this publicalion asd bring 18 1o bear
dumng joumt el mglnneionee operalims,.  Ploass ensurg the widest destnbaison of

thets and cther joimt pablicutions, and promode Thear ose 31 overy oppofumity,

b/ /

HENEY H. SHELTON
Chinsrmen
o the Joami Chiefs of Scaff
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- The official one — 1998!

INFORMATION OPERATIONS
RELATIONSHIPS ACROSS TIME

INFORMATION OPERATIONS
INFORMATION ASSURANCE

INFORMATION WARFARE

| SPECIAL INFORMATION OPERATIONS |
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- Then, in 2002...

Paradigm Shift

3

S2i Paradisan

Threa:
intensity

Short Medinm Long range

The Role of Tachnology in the

August 4, 22 M L
2 Transformaton of Warfare
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- ...and 2004...

Summary of nation-state cyberwarfare capabilities

China India Iran N. Korea Pakistan Russia

Official cyber-

warfare doctrine X X Probable X
Cyberwarfare
training
Cyberwarfare
exercises/simu- X X
lations

Collaberation
with IT industry
and for technical
universities

IT road map likely X

X X X X

Information
warfare units

Record of hack-
ing other nations

Adapted from Charles Billo and Welton Chang, “Cyber Warfare: An Analysis of the Means and Motivations of
Selected Nation States,” Institute for Security Technology Studies, Dartmouth College, December 2004,

X X A

X
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- ...revised in 2011...

China India Iram MN.Korea Pakistan Russia
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- Then, things started to change... (2004-2012)
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-> ..and changed a «little bit» more...

Threats are increasing in severity and probability of occurrence. The advent of concrete Cybersabotage and
Cyberware scenarios is strongly rising the risk of serious accidents.

Less

LIKELIHOOD

Very

Smallest CONSEQUENCES Largest
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-> ..and changed a «little bit» more... (2009-2012)

TR as all endgine of
economic and social prosperty, the siralegy
conlinues 1o hione Whitthall's understanding of
this vibrant, comphex and Iincreasingly globail

daomain

The LA gosemmant plans “unpracodentod
co-oparation” with buginesses 1o ImMprove
cvbarsscunty

wilh he privale secior -
Related Stories

These FIUEILIL' |.'I1'|"'.I'R|.E‘ FIHI'-II'IEIE.“IF‘E- are essanhial as moted In a
FM. o national infrastruciune, ey Cybar plan o protect

require awareness, engagement and rust among Senior gecision Makers U anling’

on ail sides
FBI downplays wator

Iy "hack'
This is not an easy process and requires a keen understanding of fhe RUPPEY

incentives that guide actions in the pubbt and private sediors Russia and China “lop

cyborapios’
Links to business

The government will aiso kave o balance the (enson bedveen bullding a
more Secune anvironment - which réquires standards and regulation - and
encouraging businesses to set up shop in the UK

Howaver there ane signg that Whnitehal is aware of hese compiexities and
e need 10 eopariment with polental solubons

Cine new indiative 5 a three-month piksd scheme among five bisiness
siclors delence, finance ISEecommunicalions, pharmaccuticals and
Energy
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-> ..and changed a «little bit» more... (2009-2012)

Che New Jork Times
4 U.S.

WORLD U.S. N.Y./REGION BUSINESS TECHNOLOGY SCIENCE | HEALTH SPORTS | OPINION
POLITICS EDUCATION
Politics E-Mail

Keep up with the latest news from VWashington with the
I3 daiy Poltics e-mai newsietter.
Sign Up

=& Sample | Privacy Policy

CYBERWAR

Contractors Vie for Plum Work, Hacking for U.S.

By CHRISTOPHER DREW and JOHN MARKOFF

3 PR |
il W8

[¥] siGn N TO
RECOMMEND

MELBOURNE, Fla. — The government's urgent push into
evberwarfare has set off a rush among the biggest military companies
for billions of dollars in new defense contracts.

B COMMENTS [44)

SIGN IN TO E-MAIL
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- And then, changed a lot more! (2009-2012)

FT .COM Europe

FINANCIAL TIMES FT Home > World >~ Europe

Front page .
AT Kremlin-backed group behind Estonia cyber
Global Economy bl-tz
US & Canads _ 1
By Charles Clover in Moscow
Brussals Pubkshed: March 11 2009 02.00 | Last updaled: March 11 2009 02:00
i"m“a” SUNIC Members of a Kremlin-backed youth movement have claimed responsibility for
: i May 2007 cyber attacks that crippled Estonia’s intermnet in the midst of a
i diplomatic argument with Russia
Middle East
Af - _ x . : : -
Aﬂ'::m = It is believed to have been the first attack of its kind, directed against virtually the
; entire informational infra-structure of a Nato country
Columnisis
Wesk Ahead " ; , o ; ’ ;
el b e Estonian officials said the attacks originated in Russia. They began after April 27,
Companies when Estonia removed a second world war Soviet memonal from its capital,
Markets Tallinn, provoking a storm of protest from Moscow. They continued to mid May.
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-> (again) — What’s happened?

Ptoe: . e Evolution of Cyber Attacks 2000-2009 - HostExploit.com
Size DO0oS Arsenal
{Gbps)  Pe SYN, KCMP, CET/POST,
UDP, Bad Protocols,
17 | Connection Floods,
bons Back-end,
g PP, Browssr Malware,
12 DNS Spoofing
10 i Maotivations
Fevenge, Extortion,
8 i Industrial/ Competitieg
Sabotage, Political
B | Actniam, Terromam,
Thaft
4 On the Harizoen
Cloud Attacks, VOIP,
Z | PTY, Defense
Caming  Adul Funsaar Hows rrumscibalizatngen.
0 CHwa Exboetion Escalation Cotes
..'E‘I}I_Z_I'_"! i!‘l]l; 2005 ‘ A .Eﬂl]'.-"l ..?I]DB L0059
Era: For Hire Botnet C&C, Core Cybercrime

1

Andi-zpam MzCaolo
e Takacoem
M Aracks Hurttasn g et Blm Sacurty | WPack Sty
Ehay, MGFT) Hammar Cloges Cloras
s s oquans (FEQER: o cowl
% Backbons Caorgia Lol b
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-> (againx2) - What’s happened?

Largest DDoS Attack — Ag Gigabits Per Second
B 2002 [ 2002 | 2004 2005 125 Gbit/ S
W 2008 (US Gov, July 4th,
> 2009)

Attack Size ~ Gigabits Per Second
B

0.4
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-> Now it’s 2012.

Obama’s Mew Defense Plan: Drones, TR i GO
Spec Ops and Cyber War et 5 <t [ are

Categoras T v

TrsE ruiidenl anfcuntad Nil ARish B a8 Aluid & e U 0 eiiflary 1oday BEE Sig SSuraninii sgeniEes

goadtys. it ra@dy I06 miod s Shaoins wars, drans SRechs srd oFiling oombe] s1ih the millidary s &pes on s
Facific. rafther Fan Afghametan
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- Now it’s 2012. _
Mewdnaidsy Hys T8 3013 by 2, i @
threat{post

FIND & STATION stapcn
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Rhay 10, 2012, 2340
i Cyvbersecurity Firms Ditch Defense, Learn To "Hunt'
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-> WEF Report 2012
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-> WEF Report 2012 Figure 2: Global Risks Landscape 2012
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-> WEF Report 2012 Figure 38: Technological Risks

4.0
Critical systems fallure
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Mineral resource
supphy vulnerability .
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._‘ data fraud or theft
3.0 3
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-> WEF Report 2012

Figure 17: The Dark Side of Connectivity Constellation

Cyber attacks Terrosism
® ‘_..-'"" @ Giobal governance failure
Massive incident of Critical systems failure -
diata fraucd or thaft L
Massive digital misinformation Failure of dipiomatic
Confict resolution
Crigin Pisk Pattwins Manifastation

Source: VWorld Econcan
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-> WEF Report 2012

Figure 41: Framework for Cyber Threats and Responses
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- From the «past» IT and InfoSec we all used to know...

* Just as you started getting used of these words
over the years...

*“paranoia” (that’sinto your DNA, hopefully!)
* “Information Security” (198x)

* “Firewall”, “DMZ” (1994/5)

*“pentesting” (1996/7)

* “xIDS” (2001-2003)

*“\Web Application Security” (2006-2009)
*uSCADA&NCIs” (2008-201x)

*“pCl-DSS” (2009-201x)

* Botnets (2008-2010)

* “pPTs” (2011-201x)
*

etc...
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-> ...through today...
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WW Status

- ..into the «future» of our countries and lives

* ..in the next (two to five) years, you will hear non-stop talks about:

* NGC — Next Generation Cybercrime
* Cyber War

* Information Warfare

* NGW — Next Generation Warfare

* PCA - Private Cyber Armies




Introductions Scenarios WW Status Building! (OyO) Conclusions

- Government Security Strategies — 2012

Mgme

Solesarrt it RESTONIA (local languiage] Kuberjigeoleiu strateegla 3008-2013.p
E Immags "L INDIA - (LINKS) Cyber Secunty Strategy _ Goverrment of Inda, Department of Information Technology (DIT). pdf L2011 239
m Musica =% NETHERLAMDS - Dutch Mational Cyber Security Strategy.pdf 2Miif011.2.35
(& Modificats di recente T_IIH}-W-H german-Cyber -seauriby-strategy-2011- Lpdf 27112011 234
Ao w T FRANCE french-cyber-security strategy-2011.pdf 27/11/2011 2.32
':-_'MEI'F‘_ALM Cyber Sacuwity Strategy for webaite pdf 2A12011.2,31
Cantelle v o Canada Cyber Security Strategy__ 2008516123512 pdf 271 011 2.8

= New Zeatands Cyber Security Strategy June 2011.pdf YA 2%
=T JAPAN _national_strategy_002_eng.pdf 2011 219
=L IMUnationalC ybarsecurityStrategyGuds. pdf 271172011 2,14
" ukcyber-security-strategy-finalpdf 27112011 L.56
"% WMS_The_UK_Cyber_Seaurity_Stategy.pdf 27/11/2011 1.56
= 2011 - EU COM-2010-517.pdf D2/11/2011 19.02

=U2011 - ONU - UN - Tim Mawrer - Cyber norm emergance at the United Nations.pdf 24/10/2011 16.44
[CYBERCRIME] | "'_ 2011 - Le - Government Regpores i Intelgence & Security - 3168 pdf E8f10/2011 11.42
[CYBERWAR] -* -'-_Cl_t'g'bﬁjecmn'_ﬂam:m}'_m 112015.PDF 19092011 20.07

= national secunty sirategy.pof 03/06/20110.59
2303/2011 11.15
23/03/2011 11.14

[CYSWERWAR]

= Netherlands National Cyber Strategy_ govcert_resource.pdf 28002011 17.03
CHINA = GERMANY Mational Cyber Strategy _cybar_sng.pdf 28/02/2011 17.02
Fial - 28/02/2011 15.12
G e FRAMNCE - 2011-02-15_Defense_st_senwite_des_systemes d_nformation_strategle de la_France.pdf 280212011 14.59
Q50172011 17.38
Sam— " jegisia tve-dandscape publsh-final pdf 21/12/2010 0.54
" nate ISE0MA - strateoic-concept-20 10-eng. pdf 05/12/2010 18.07
Info'ar by Sket
[TA - Rapporto”
mcafes_security

MORTH KCREA
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-> The official ones— 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Nations with Cyber Warfare (Offensive) Capabilities

Cyber warfare CW training/ CW exercises/ Collaboration w/ IT Not official
- Doctrine/Strategy Trained Units simulations Inc.lustry a.nd/o.r. Sources
Technical Universities
B
x :
: :
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-> The official ones— 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Nations with Cyber Defense Capabilities / 1

Cyber warfare CW training/ CW exercises/ Collaboration w/ I1:
Doctrine/Strategy Trained Units simulations Industry a-nd/o-r .Techmcal
Universities
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-> The official ones— 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Nations with Cyber Defense Capabilities / 2

:

: :
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In a nutshell:=2012 (Survey from Jart Armin & Raoul Chiesa — Cyberdefcon Ltd., UK)

Countries Activities
* Russia e Cyber crime tools
 USA e Communications Intelligence
* France  National defence know-how
* lsrael * Transition from Industrial tools
e UK  Hired Cyber mercenaries
e China * Industrial espionage
* India e Counter cyber attacks
 Pakistan e Cyber army
e Ukraine e Botnet armies
* Intl. Malware Factories e Contract developers (x 4 worldwide)
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-> Receipt «ByoCA» Rel. 1.0 aka «Build your own Cyber Army»

|.  Understand, Identify, List, and Own your weapons.
. Focus on goals and constrictions. Rules of engagement?

ll. Get soldiers to use them. o LA POLENTA
I.  Youdon’t need a lot of real hackers, ya know? kg kel o pr e o
Il. Consider «co-sourcing» for focused black ops. i Phinislmerrs ewhs dads ieale pu oo oni
Ill. Set up specialized units. ,.A..;f.":'}‘.i‘..’.".:.‘f','?: ?T_Lﬂ.....u-.
I.  Reverse Engineers, Coders, Cryptologists e B s o rovibpstatly
Il.  Telcos, legacy systems & networks, Finance, SCADA & IA, |\ s igs == = o= :_"w,'::: e
Satellite, Pure Hardware Hackers, Military/IC experts. |G e el et o et
Don’t forget your own Robert Redford as in Spy Game and POLINTA TARAOMA
a SoB... Ah, and the Lucky Guy! gt 300 g, & Joisa 6 prons smnas » fwine aeoy; | |
| o g, ki gonte b T80 g b bass T B fermagia
IV. Teach them a methodology. ALl e gl
I.  Thisis up to you. B e o & sl 4 s et WM
Il.  Pay attention to the Attribution. B e ek s Aok ¢ v e,

V. Get more weapons and update them.
. Hacking and Underground events, inner-circles & closed loops, black
market and underground market, international trading chances.

VI. Think about new scenarios.

. While huntini ior old stuii...
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- From Cybercrime to Cyber War

e Botnet & drone
armies

Server hacking

* DDo5 Encryption

e Extortion &
e Trojans & Worms Ransom

O e Man in the Middle

© 2009-2012 Jart Armin, Raoul Chiesa

e Malware
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- e-weapons

0 Black Energy 0 Stuxnet

e Cluster Bomb  Cruise Missile

© 2009-2012 Jart Armin, Raoul Chiesa
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->Cluster bomb VS Cruise

@ Black Energy @ Stuxnet

Multiple targets, loud and Laser Guided, precision,and
noisy stealth
e Massive DDoS e Compromiseinfrastructure
e Loss of digital * Industrial Sabotage
communication  Loss of confidencein
e Cloningof state systems
communications e Create confusion

e C(Create confusion

© 2009-2012 Jart Armin, Raoul Chiesa
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-> DIYO as ajob

Hackers in the national
cyber security

Csaba Krasznay
IT Security Consultant
Hewlett-Packard Hungary Ltd.
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- DIYO as a hobby

Your homeland needs you, what do you
do?
120 - 111
100 -+
80 -
60 50
B Your homeland needs
40 + - - 6 . you, what do you do?
ID | .
g 4 - :
Help for free Help for money Don't want to
participate

Source: “Hackers in the national cyber security”, Csaba Krasznay, HP: Hacktivity 2010, Hungary.
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-> Offensive Security

] Digital Offense capabilities as a key factor for
effective digital cyber warfare.

] Provide cyberspace-wide support for civil
and military intelligence operations.

] Real world digital attacks are not just
“Penetration testing”.
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-» Offensive Security: recruiting

J Recruiting “digital soldier” within state
organization is not feasible.

] Key and niche knowledge of experienced
digital intelligence analysts and hackers are
required.

[ Most attack technologies developed today
will became ineffective by 2 years (max).
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- Cyber Warfare Unit (CWU)

1 Concept to quickly and effectively develop cyber
offense capabilities.

 Partnership with private security industry to
establish “cyber war capabilities”.

J Enhance national and foreign intelligence capabilities
in cyberspace.

] Develop cyber armaments and digital weapons for
intelligence and military operations.



Introductions Scenarios WW Status Building! (OyO) Conclusions

->CWU: Services
J Setup of organization units capable of:

v’ Supporting digital attacks for intelligence operations in
civil and military environments.

v’ Providing a continuous up-to-date provisioning of
Cyber armaments and Digital weapons.

v’ Developing strategic and tactical attack
methodologies.

v’ Managing required resources composed of distributed
Non-State Actors for global scale digital conflicts.
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- CWU: Organization

SLIDE NOT PRESENT IN THE PUBLIC RELEASE OF THIS PRESENTATION
(YOU SHOULD HAVE ATTENDED CONFIDENCE X 2012!)
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- Cyber Attack «Methodology», from the Military & DoDs Perspective (March 2012)

(:ain access
Social engineering
Laptop theft

Manipulated hard- and
i i Install
software and websites Male
Exploit gaps T \’III“ “_"!
Hacking/Scans/brute force .
Trojans Manipulation
Worms and espionage
\n. Thett or
manipulation of
/ information
Manipulation of
Cyberwar computers
 Botnets with DDoS attacks

o  Website Defacement

e Intrusion of critical
mfrastructures

» Damage of systems

Source: Saalbach, Cyberwar Methods & Practice
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-> Cyber Attack «Methodology» (and, counter-attack), from an Hacker’s Perspective

Vuinerability

Profili e s Intrusion
ng Examination
Imformaticn Gathesing Wilnerabdity Analysis Explaitation
Intedligence Sunsy and Scouing EaploriEteon F"I.'i.l'lrl.ln'u; f-"?f:q‘h:bc}ih-.m

Panmatar Mapging

Assel ldatihcation

Source: Jim Geovedi, Indonesia
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- 0-day Markets

Black Market

Black Market (Cybercrime)

(underground)

Software Rel
X.y.Z

«Bug»

Vendor
CERT (ICS-CERT)
National Institutions
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->The 0-day market’ prices : what official surveys tell us.

ADOBE READER $5,000-%330,000
MAC OSX $20.000-550.000
ANDROID $30,000-560,000
FLASH OR JAVA BROWSER PLUG-INS $40.000-$700,000
MICROSOFT WORD $50.000~%100,000
WINDOWS $60,000-$120.000
FIREFOX OR SAFARI $60,000-$5150,000
CHROME OR INTERNET EXPLORER $80,000-5%200,000
105 $100,000-5250,000

Source: Forbes, “Shopping For Zero-Days: A Price List For Hackers’ Secret Software Exploits”, 2012, in
http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-

hackers-secret-softwa re-exiloits
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- 0-day Market prices —hacker’s surveys.

Buyer’s typology

IS = IT Security companies
Public Knowledge INT = Intelligence Agencies 0-day Exploit

of the vulnerability for Governmental use code + PoC Cost:
(National Security protection) Min/Max
MIL = MoD/related actors
for warfare use
OC = Cybercrime

Y IS 10K — 50K EUR
Y INT 30K — 150K EUR
Y MIL 50K — 200K EUR
Y OC 5K — 80K EUR

N ALL x2 —x10
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- 0-day Market prices —hacker’s surveys.

Vulnerability relays on
Attribution

or Operating System ( OS)

. Major General Applications
Obsfuscation j PP

(MGA)
of the SCADA-Industrial
Attack(s) Automation (SCADA)
Y 0S
Y MGA

Buyer’s typology
0-day
IS=+FSeeurity-companies | Exploit code
INT = Intelligence Agencies +
for Governmental use
. . . PoC:
(National Security protection)
MIL = MoD/related actors
for warfare use
OP = Outsourced «Partners»

Min/Max

OP 40K — 100K
INT 100K — 300K
MIL 100K — 300K
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- Budgeting

[ Strategic Governance
TBD

O Operations management unit
and

1 Technology R&D unit

See:

v' http://taosecurity.blogspot.com/2009/06/black-hat-budgeting. html

v' http://taosecurity.blogspot.com/2009/07/white-hat-budgeting.html

v' http://taosecurity.blogspot.com/2010/05/more-on-black-hat-costs.html

v' http://taosecurity.blogspot.com/2009/06/counterintellisence-options-for-digital.html

v" http://english.aljazeera.net/programmes/aljazeeraworld/2011/10/201110191693940
2528.html

v' http://www.govinfosecurity.com/articles.php?art id=4185
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- Actor attribution: does it matter?

,The greatest challenge is finding out
who is actually launching the attack”.

Major General Keith B. Alexander,
Commander US CYBERCOM / NSA, testimony May 8th 2009,
,Cyberspace as a Warfighting Domain” — US Congress

LJAttribution is not really an issue”.
Senior DoD official, 2012 Aspen Strategy Group

Attribution
tactical level = irrelevant
operational level =
strategic level =
political (board) level = critical

© Alexander Klimburg 2012
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- Mistyping may lead to different scenarios...

Non-state proxies and
“inadvertent Cyberwar Scenario”:

, During a time of international crisis, a [presumed non-state CNE] proxy network of country
A is used to wage a ,serious (malicious destruction) cyber-attack” against country B.”

How does country B know if:
a) The attack is conducted with consent of Country A (Cyberwar)

b) The attack is conducted by the proxy network itself without consent of Country A
(Cyberterrorism)

c) The attack is conducted by a Country C who has hijacked the proxy network? (False Flag
Cyberwar)

© Alexander Klimburg 2012
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- How such an «organization» would eventually look like?

Ghervmial
Saoft
D artrrsmnt
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-> Setting up a proper team

CYBER TEAM
I

Skill & Economical Gaps
|

Power Qutcome

Cyber Risk / Threat picture
IT-Security

Threat Vulnerability Risks

Constraints/ Network
Development of secure IT-Infrastructures

Information Sharing

Legal aspects of Cyber Security
Intern. / Nat. Regulations, Norms

Legal Understanding

w-amaeoxu >

Exercise/Experimentation
Blue, Red, Yellow Teams

Enabling Technologies

Information / Decision process
Cyber Threat picture

Situational Awareness

AVAVAVAYAN
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-> Putting all together

Most CNE attacks are non-state,
but they are state directed, affiliated, or tolerat ed ...
and virtually all of them depend on the non-state f  or support

o ,dummy list” of ,ID-10T“ for phishing

* equipment to mimic target network * background info on organisation (orgchart etc.)
e dummy run on similar network * Primer for sector-specific social-engineering
* sandbox zerodays * proxy servers

* banking arrangements
/ * purchase attack-kits
\ * rent botnets
ime 1 e find (trade!)good C&C server

O Inteligencellogistics
Bl Live/System Discovery
B Detailed Preparations
[] Testing & Practice
/ 30 B Attack Execution

e purchase 0-days / certificates
* purchase skill-set
* bespoke payload /search terms

Alexander Klimburg 2012
ePurchase L2/L3 system data
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-> Plausible different actors, tough... (Non-State CNE [cybercrime] done by State)

Scenario lll: “minor” Cybercrime
Usually either appendixes of existing OC or ind. small investigators
Basic hacking, DDoS, web defacement (besides carding, spam,...)

Can be “cyber-militia”, independent criminals 2 CNE mostly contract

Scenario ll: “major” Cybercrime

Major OC, also leverages “minor level” political corruptionin LE
“Kompromat” (Internet, voice), APT campaigns (R&D /M&A) etc.

Independent targeting + contract / career OC w. LE/IC, academia, etc.

I”

Scenario I: “political” Cybercrime
Internal government Cyber: Mil, IC, LE, i.e., official cyber
All services (primarily IP theft)

“super-empowered” politicalindividuals w. publicresources for private
Alexander Klimburg 2012

IC: Intelligence Community OC: Organized Cr ime LE: Law Enforcement
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- Putting all together: State CNE done by Non-State actors...

Scenario | : State directed (primarily IC & contracted)

“direct stateinterest” - targeted, contracted
“convergence” of state / private CNE and CNA objectives

Includes IC and close cooperation of IC / major organized crime (OC)

Scenario |l: State sponsored (primarily ONSA)

“push” rather than “pull” (active incentives)
“distraction” and “training” benefit of unofficial cyber forces
Both opportunistic and targeted

Scenario lll: State tolerated (primarily NONS )

“if you want cheap cyberwar, you need cybercrime” (passive incentive)
Internal political reasons (divert attention, hostility, lack of LE)
Tolerated at one level often means sponsored at another!

Alexander Klimburg 2012

IC: Intelligence Community ONSA= Organised Non State Actors NONS: Non-Organized Non-State
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- It’s outta there. Now.

»Military .

;information W “Cyberpower”

yHer-espionage

NationalCrisis
Management

Internet
Governance

snformation
Operations”

© Alexander Klimburg 2012
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-> InfoSec Military trends...

ouT®

Single operational pic
Autonomous ops

Broadcast information push
Individual

Stovepipes

Task, process, exploit, disseminate
Multiple data calls, duplication
Private data

Perimeter, one-time security
Bandwidth limitations
Circuit-based transport

Single points of failure
Separate infrastructures
Customized, platform-centric IT

IN©

Situational awareness
Self-synchronizing ops
Information pull
Collaboration
Communities of Interest
Task, post, process, use
Only handle information once
Shared data
Persistent, continuous IA
Bandwidth on demand
IP-based transport
Diverse routing
Enterprise services

COTS based capabillities




YOU MAY FPE RIGHT, PYTHAGORAS,
EUT EVERYEODY'S GOING TO LAUGH
IF YOU CALL IT A "HYPOTENUJSE.”




Conclusions

-> Lack of Lingua Franca, components, roles, and rules.

,Cybersecurity, Cyber-security, Cyber Security ?”

No common definitions...

Cybercrimeiis...?

No clear actors...
Cyber — Crime/war/terrorism?

No common components?...



Conclusions

- Cyberpower -> National Security?

“Cyberpower”

“The ability to use cyberspace to create advantages and influence events in all the operational
environments and across the instruments of power.”

(Krammer / Starr / Kuehl)

“Cybersecurity” (NO official terms)

O, Cyber security is to be free from danger or damage caused by disruption or fall-out of ICT or abuse

of ICT. The danger or the damage due to abuse, disruption or fall-out can be comprised of a limitation

of the availability and reliability of the ICT, breach of the confidentiality of information stored in ICT or
damage to the integrity of that information.”

(Netherlands National Cyber Security Strategy)

“the protection of data and systems held and transferred in networks that are
connected to the Internet”.
(Accenture)
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- Summing up...

* Cyber-Attacks can be used to fit a goal; and in preparation

to, during, and after a war. But wars cannot be won only by
that. The decisive battle will be still fought with regular forces.

« Nations with high dependence on IT are in need of a central
body that collects, analyzes, and assesses all pertinent
information from government agencies as well as from
private parties.

« No warning - surprising!

- Relative means (compared to conventional attacks) = great
impact!

 Immediate effect worldwide!

Traditional Force/Time/Space assessment
is not working anymore
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- Summing up...

Strategy

= No state and/or state actors

= Force goals by asymmetric power

= Undermine conventional mil./econ./pol. power
= Using Data-security, Privacy of the Individual

Risks/Goals

= Surprise/Shock
= Destruction
= Frustration
= Political return

,Deniability,, of Attacks
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- Summing up...

Defenders have to protect against all possible channels of attack.
The attackers only have to find one weak point to attack
at a time and place of their choice.
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-> We know this.

 If most of you guys here would identify your most
trusted, motivated and/or skilled friends from the local
and international hacking scene (yeah, those same people
you always get drunk with at PH-Neutral, HITB and
CONfidence), let's say 10 of them, YOU WOULD BE IN!

v’ Find a victim who should «coordinate» them («the g», LOL!!)
v’ Identify the Team Leader (seriously)
v Get your «Man at the Havana» (w/ Robert Redford’s style)

v Run a market survey (yup...there ARE competitors!!)

** +120 countries are developing Cyber Warfare capabilities: see “CyberWarfare Market 2010-2020"
by VisionGain (NOTE: that book cost me a BUNCH of money!!!! ®

v Jump in!



Introductions Scenarios WW Status Building! (OyO) Conclusions

-> But...there’s always a BUT!

x Pay attention: it’sa «very weird

market» thatis easily disturbed.
X Asin,anaquariumiseasilydisturbed by
introduction of a new fish or outside
disturbance ©

x Be clear, be «fair»: set up rules,
respect them.

x It’s not a game. (see next slide)

x Actors involved may betray you
(from all around...)

x Stay in the white-list.

Blacklist Whitelist
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..*much* better then possible, insane ideas!

The USS Vincennes Shot
Down a Civilian Plane
Because of Bad Cursors

I Air Inter Flight 148 Crashed
. Because a Display

N Screen Was Too Small
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Thinking AHEAD!

Conclusions
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- Contacts, Q&A

-

L wnll vie Google before atking dumb questions. 1 will vie Google before
astking duale gquestions. 1 will vie Google before askhing dumb questions.
L will vie Gocgle before asking dumb gquestions. 1 will vie Google hefore
asking dumle question:. 1 will vie Google before asking dumle questions.
www, mriburai.nl before asking dumbs gquestions. L will vie Google before
asiking dumle question:. 1 will vie Coogle hefore asking dumb questions.

I wall wie lf_':r-:--:a.-:,‘m ke Fmee :1.,:.L‘,|nr." dumis gueshioni. 1 anll wvie lf:!-:n:n:_r:f L g
asking dumle gquestions. 1 will vie Google bhefore asking dumb qu

-

L wall use Google before atking dumb queshions. 1 will vie Gooe

asking dumle questions. 1 will vie Google before

I will vie Goeogle before atking dumb questions. 1 will vie Goog.T

asking dumle queitions:. 1 will vie Google bhefore asking dumb =3
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