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� Scenarios
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→Disclaimer
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Introductions Scenarios WW Status           Building! (OyO) Conclusions

● Due to the very sensitive nature of the topic, it is
not permitted to take photographs or audio
and/video recordings of this presentation: please
hold all photography until Q&A.

● Of course, you may easily hide a mini-camera or park
your smartphone on the desk while and filming: you
would lose my friendship though.

● Consider what’s more important for you...

● Also, please note that , the Key Note will be
videorecorded by CONFIdence X staff, cleaned out of
some frames, then it will be released.

● The views expressed are those of the author(s) and
speaker(s) and do not necessary reflect the views of
UNICRI, ENISA and its PSG, nor the companies and
security communities I’m working at and/or
supporting.

● Thanks and....enjoy this final Key Note ☺
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→The Speaker

Raoul Chiesa

� Founder, Partner, Security Brokers Inc.

� Principal, CyberDefcon UK

� Senior Advisor & Strategic Alliances on Cybercrime presso l’UNICRI

(United Nations Interregional Crime & Justice Research Institute)

� PSG Member, ENISA (Permanent Stakeholders Group, European

Network & Information Security Agency)

� Founder, Member of the Steering Committee and Technical Board, 

CLUSIT, Italian Information Security Association)

� Steering Committee, AIP/OPSI, Privacy & Security Observtory

� Board of Directors, ISECOM

� Board of Directors, OWASP Italian Chapter

� Founder, Owner, @ Mediaservice.net
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→SB

Security Brokers

� Security Brokers (SB) was established after three year-long phase of «human start-up» and 

bootstrapping.

� SB’s concept can be summarized as an agile IT and InfoSec marketplace provider with 

360° vision, which uses a business model similiar to traditional brokerages: we locate the 

best «product» (expert, service, product), typically located in «niche» sectors to best serve 

our clients.

� The model itself is based chiefly upon personal relationships and networks cultivated over 

20 years and tried & tested in the field over the past 10 years.

� This said, SB has as «input» its own key Suppliers (Associates) and its High-Level 

Independent Consulting Services as «output».

� The full listing of SB’s Associates is not yet public (ETA: JUL/SEPT 2012), though it 

encompass many respected Ethical Hackers, IT Security Researchers and top-class experts.

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Introductions Scenarios WW Status           Building! (OyO) Conclusions



8 / 124

→ Our operating areas

Security Brokers.

� We focus on critical and interesting topics. Thanks to the know-how and specialization our 30+ 

global experts have gathered over 20 years of demonstrable field experience in the Information 

Security and Cyber Intelligence communities (and a few others!), we can claim over 600 combined 

references per year.

� Our main service areas can be summarized here:
� Proactive Security

� With a focus on mobile networks and devices, modern telco networks,  SCADA/NCI security, IA in the 

Transport, Space & Air sectors, social networks, and proactive identification and mitigation of security issues.

� Post-Incident & Incident Response
� Attacker profiling, Digital Forensics (Host, Network, Mobile, GPS, etc..), Training

� Cyber Security Strategic Consulting (Technical, Legal, Compliance, PR, Strategy)
� On-demand «Ninja Teams» 

� Security Incident PR Handling & Management

� Psychological, Behavioural and Social aspects of hacking and infosec

� Cybercrime
� Botnet takeovers and takedowns, Cybercriminal profiling and bounties, Cyber Intelligence reports, facilitator 

towards external CERTs and LEAs/LEOs,[…]

� Information Warfare, Information Superiority & Cyber War (intended exclusively for MoD clients)
� 0day vulnerabilites and “digital munitions”; OSINT Trainings & Services; CNA/CND/CNE.
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→Learning from the past…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

". . . attaining one hundred victories in one 

hundred battles is not the pinnacle of excellence.

Subjugating the enemy's army without fighting 

is the true pinnacle of excellence."
Sun Tzu: “The Art of War”, 350 BCE

"There are but two powers in the world, the 

sword and the mind.

In the long run the sword is always beaten by 

the mind."
Napoleon Bonaparte in Moscow, 1812

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→..in order to study the present…

http://group-ib.com/images/media/Group-

IB_Report_2011_ENG.pdf

“2011 Cybercrime financial turnover apparently scored

up more than Drugs dealing, Human

Trafficking and Weapons Trafficking turnovers”

Various sources (UN, USDOJ, INTERPOL, 2011)

Financial Turnover, estimation: 6-12 BLN USD$/year

Source: Group IB Report 2011 

«Cybercrime 

ranks as one

of the top 

four economic

crimes» 

PriceWaterhouseCoopers

LLC Global Economic Crime 

Survey 2011

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ Reasons for this talk/2: my experiences with «Info War»

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

– 1986-1995: I hacked into most of the world’s military and

Government’s environments and Data Networks (good old times! ;)

– 2009-2011: Supporter of INTERPOL’s & Team Cymru’s folks

– March-August 2010: the “COPASIR REPORT”: I’ve been Interviewed by

the COPASIR (Italian Parlament Committee for the Security of the

Republic), which then published the final report (public, in Italian).

– June 2011: Speaker at the ICCC (International Conference on Cyber

Conflict) in Tallin, Estonia, for the CCDCoE (NATO Cooperative Cyber

Defence Centre of Excellence).

– September 2011: Key Note Speaker at the GOV.CERT Poland 

Conference, Secure 2011 .

– November 2011: Speaker at the GOV.CERT of The Netherlands

– May 2011: Among the founders of the “CyberWorld” Working Group at

the CASD (Center for Higher Defense Studies) inside the OSN (National 

Security Observatory) at the Italian Ministry of Defence.
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→ What happened ‘till now?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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Source: Andrea Zapparoli Manzoni, 

Security Brokers
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→ Right? NO!!! 

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Ehi, we’re missing one important piece here (at least!)

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ Back to the 80’s…
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→ Back to the 80’s…
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� The first worldwide-known case about Soviet Union (KGB) hacking into US 

defense contractors and critical Military and Government 
infrastructures, using CCC.de’s hackers:
� Defense Contractor McLean, VA
� JPL – Jet Propulsion Labs, Pasadena, CA

� LBNL – Lawrence Berkeley National Labs , Berkeley, CA

� NCSC – National Computer Security Center
� Anniston Army Depot, Anniston, AL

� Air Force Systems Command Space Division, El Segundo, CA
� OPTIMUS Database, PENTAGON

� Fort Buckner Army Base, JAPAN

� U.S. AIR FORCE, Raimsten, GERMANY
� U.S. NAVY Coastal Systems Computer, Panama City, FL

� U.S. ARMY  24th Infantry, Forth Stewart, GA
� SRI International, Omaha, NB

� U.S. ARMY Darcom Seckenheim, West Germany

� 1989: The Cuckoo’s egg by Clifford Stoll 

� http://www.amazon.com/Cuckoos-Egg-Tracking-Computer-
Espionage/dp/1416507787/ref=pd_bbs_1/002-5819088-

5420859?ie=UTF8&s=books&qid=1182431235&sr=8-1
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→ Back to the 80’s…Wanna learn more?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Learn more reading the book!

and/or,

Watch this:

http://www.youtube.com/watch?v=EcKxaq1FTac

….and this, from TED:

http://www.youtube.com/watch?v=Gj8IA6xOpSk

(Cliffy, we just LOVE you, 

all of us! :) 

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ Intelligence 

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

� Intelligence Elements

� Information / Data

� Subjects / Actors (Persons, Agents, Organizations)

� Correlation, Analysis and Reporting

� Intelligence Actions

� Protect

� Obtain 

� Improve

� Influence

� Disturb

� Destroy

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ Lingo aka Terminologies

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

� CNA, CND, CNE

� Computer Network Attack

� Computer Network Defense

� Computer Network Exploit

� Some good starters, here:

� http://en.wikipedia.org/wiki/Computer_network_operations

� http://www.dtic.mil/doctrine/new_pubs/jointpub.htm

� IO = Information Operations

� US dominates this…

� Lot of misunderstanding and false interpretations

� A (very very) LOOOOONG list of terms… (I’m sorry for this! �

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ IO / Information Operations: Definitions /1

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

� IO = Information Operations

� IW = Information Warfare

� IA = Information Assurance

� C2 = Command and Control

� C2IS = Command and Control Information Systems

� C2W = Command and Control Warfare

� C3 = Command, Control, Communication 

� C3I = Command, Control, Communication and Intelligence

� C4 = Command, Control, Communication and Computers

� C4I = Command, Control, Communication, Computers and Intelligence

� C4I2 = Command, Control, Communication, Computers, Intelligence and 

Interoperability

� C4ISR = Command, Control, Communications, Computers, Intelligence, Surveillance 

and Reconnaissance

� C5I = Command, Control, Communication, Computers, Combat Systems and 

Intelligence

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ IO / Information Operations: Definitions /2

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

I = Intelligence

S&R = Surveillance and Reconnaissance

RSTA = Reconnaissance, Surveillance and Target Acquisition

STA = Surveillance and Target Acquisition

STAR = Surveillance, Target Acquisition and Reconnaissance

ERSTA = Electro-Optical Reconnaissance, Surveillance and Target Acquisition

STANO = Surveillance, Target Acquisition and Night Observation

ISR = Intelligence, Surveillance and Reconnaissance

ISTAR = Intelligence, Surveillance, Target Acquisition, and Reconnaissance

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ IO / Information Operations: Definitions /3

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

SIGINT = Signals Intelligence

COMINT = Communication Intelligence

ELINT = Electronic Intelligence

FISINT = Foreign Instrumentation Signals Intelligence

OSINT = Open Source Intelligence

PSYOPS = Psychological Operations

IMINT = Imagery Intelligence 

MASINT = Measurement Signal Intelligence

HUMINT = Human Intelligence

GEOSPATIAL Intelligence = Analysis and Presentation security-relevant Activities

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ IO / Information Operations: Definitions /4

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

OPSEC = Operational Security

INFOSEC = Information Security

COMSEC = Communications Security

PHYSSEC = Physical Security (Human, Physical)

HUMSEC = Human Security

SPECSEC = Spectrum Security

and includes:

EMSEC = Emissions Security  (cables on the air)

ELSEC = Electronic Communications

SIGSEC = Signals

C-SIGINT = Counter-Signals Intelligence

ECM = Electronic Countermeasures

EMI = Electromagnetic Interference

IBW = Intelligence-based Warfare

IEW = Intelligence and Electronic Warfare

(Additions welcome, mailto:indianz(a)indianz.ch)

Introductions Scenarios WW Status           Building! (OyO) Conclusions



The Way-Future machine

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland



27 / 124

→ A jump to 2007…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

"In the very near future many conflicts will not ta ke place on the 
open field of battle, but rather in spaces on the I nternet, fought 

with the aid of information soldiers , that is hackers .

This means that a small force of hackers is stronge r than the
multi-thousand force of the current armed forces. “ 

Former Duma speaker Nikolai Kuryanovich, 2007

Introductions Scenarios WW Status           Building! (OyO) Conclusions
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→ So, what do I see in 2012? ☺☺☺☺ LOL!!

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ Profiling «Hackers» (United Nations, UNICRI, HPP V1.0 – 2004-2010)
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→ Profiling «Hackers» (United Nations, UNICRI, HPP V2.0 – 2011-2012)
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1. Wannabe Lamer

2. Script kiddie: under development (Web Defacers, DDoS, links with distributed teams 

i.e. Anonymous….)

3. Cracker: under development (Hacking on-demand, “outsourced”; links with Organized 

Crime)

4. Ethical hacker: under development (security researchers, ethical hacking groups)

5. Quiet, paranoid, skilled hacker (elite, unexplained hacks?)

6. Cyber-warrior: to be developed

7. Industrial spy: to be developed (links with Organized Crimes & Governments i.e. “The 

Comodo and DigiNotar” hacks?)

8. Government agent: to be developed (“N” countries..)

9. Military hacker: to be developed (India, China, N./S. Korea, etc.)

X.  Money Mules? Ignorant “DDoSsers”? (i.e. LOIC by Anonymous)
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→ Profiling «Hackers» (United Nations, UNICRI, HPP V2.0 – 2011-2012)

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Introductions Scenarios WW Status           Building! (OyO) Conclusions

 Going after Cybercriminals:

� Kingpins & Master minds (the “Man at the Top”)

o Organized Crime

o MO, Business Model, Kingpins – “How To”

o i.e.: http://blog.eset.com/2011/10/18/tdl4-rebooted

� Techies hired by the Organized Crime (i.e. Romania & skimming at the very 

beginning; Nigerian cons; Ukraine Rogue AV; Pharma ADV Campaigns; 

ESTDomains in Estonia; etc..)

� Techies hired by the GOVs, MILs & INTs (those 4 malware factories out there? 

Freelancers? Old-school guys or retired engineers?)

� Structure, Infrastructures (links with Govs & Mils?)

� Money Laundering: Follow the money (E-mules & new ways to “cash-out”)

� Outsourcing: malware factories (Stuxnet? DuQu??)



The Way-Future machine
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→ The official one – 1998!

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ The official one – 1998!
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→ Then, in 2002…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ …and 2004…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ …revised in 2011…
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→ Then, things started to change… (2004-2012)
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→ ..and changed a «little bit» more…
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→ And then, changed a lot more! (2009-2012)
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→ (again) – What’s happened?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ (againx2) – What’s happened?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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125 Gbit/s

(US Gov, July 4th, 

2009)
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→ Now it’s 2012.
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→ Now it’s 2012.

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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http://threatpost.com/en_us/blogs/defense-

contractor-northrop-grumman-hiring-offensive-

cyber-ops-051812 http://www.npr.org/2012/05/10/152374358

/cybersecurity-firms-ditch-defense-learn-to-

hunt
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→ WEF Report 2012
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→ WEF Report 2012
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→ WEF Report 2012
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→ From the «past» IT and InfoSec we all used to know…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

* Just as you started getting used of these words
over the years…

*“Paranoia” (that’s into your DNA,  hopefully!)

*“Information Security” (198x) 

*“Firewall”, “DMZ” (1994/5)

*“Pentesting” (1996/7)

* “xIDS” (2001-2003) 

*“Web Application Security” (2006-2009)

*“SCADA&NCIs” (2008-201x)

*“PCI-DSS” (2009-201x)

* Botnets (2008-2010)

* “APTs” (2011-201x)

* etc…

Introductions Scenarios WW Status Building! (OyO) Conclusions
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→ …through today…

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ ..into the «future» of our countries and lives

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

*…in the next (two to five) years, you will hear non-stop talks about:

*NGC – Next Generation Cybercrime

* Cyber War

* Information Warfare

*NGW – Next Generation Warfare

* PCA - Private Cyber Armies

Introductions Scenarios WW Status Building! (OyO) Conclusions
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→ Government Security Strategies – 2012

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ The official ones – 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Nations with Cyber Warfare (Offensive) Capabilities

Cyber warfare

Doctrine/Strategy 

CW training/

Trained Units

CW exercises/

simulations

Collaboration w/ IT 

Industry and/or 

Technical Universities

Not official

Sources

Australia,, X X

Belarus X X

China21 X X X X ,

North Korea21 X X ,,

France21,29 X X X X

India21, 31 X X X X 33

Iran21,,, X X 34, 35

Israel21, X X X X

Pakistan21,, X 36

Russia21 X X X 37, 38

USA21, 30, 39 40,41 X X X

Introductions Scenarios WW Status Building! (OyO) Conclusions
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→ The official ones – 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Nations with Cyber Defense Capabilities / 1

Cyber warfare

Doctrine/Strategy 

CW training/

Trained Units

CW exercises/

simulations

Collaboration w/ IT 

Industry and/or Technical 

Universities

Albania21,30

X X X

Argentina21

X X

Austria21,24

X X X

Brazil21

X X X

Bulgaria21

X X

Canada 5,30

X

Cyprus21,42

X X X X

South Korea 21

X

Denmark21,30

X X

Estonia21,30

X X X

Philippines21

X X X

Finland12

X X

Ghana21

X

Germany21,30

X X X

Japan21

X

Jordan21

X X
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→ The official ones – 2012 Survey from WG «Cyber World», Italian Ministry of Defense, CASD/OSN

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Nations with Cyber Defense Capabilities / 2

Italy21,30
X X X

Kenya21
X

Latvia21
X X X

Lithuania21
X X

Malaysia21
X X

New Zealand21
X X

Norway21,30
X X

Netherlands21,8,43
X X X

Poland21,30
X X

Czek Republic21,8
X X X

Slovak Republic21,8
X X

Spain8
X

Sweden21,,42
X

Switzerland21,42
X X

Turkey21,29
X X X

Hungary21
X X X X

United Kingdom21,8
X X X
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In a nutshell:– 2012 (Survey from Jart Armin & Raoul Chiesa – Cyberdefcon Ltd., UK)

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Countries

• Russia

• USA

• France

• Israel

• UK

• China

• India

• Pakistan

• Ukraine

• Intl. Malware Factories

Activities

• Cyber crime tools

• Communications Intelligence

• National defence know-how

• Transition from Industrial tools

• Hired Cyber mercenaries

• Industrial espionage

• Counter cyber attacks

• Cyber army

• Botnet armies

• Contract developers (x 4 worldwide)

Introductions Scenarios WW Status Building! (OyO) Conclusions
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→ Receipt «ByoCA» Rel. 1.0 aka «Build your own Cyber Army»

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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I. Understand, Identify, List, and Own your weapons.
I. Focus on goals and constrictions. Rules of engagement? 

II. Get soldiers to use them.
I. You don’t need a lot of real hackers, ya know?

II. Consider «co-sourcing» for focused black ops.

III. Set up specialized units.
I. Reverse Engineers, Coders, Cryptologists

II. Telcos, legacy systems & networks, Finance, SCADA & IA,                 

Satellite, Pure Hardware Hackers, Military/IC experts.                              

Don’t forget your own Robert Redford as in Spy Game and                        

a SoB… Ah, and the Lucky Guy!

IV. Teach them a methodology.
I. This is up to you.

II. Pay attention to the Attribution.

V. Get more weapons and update them.
I. Hacking and Underground events, inner-circles & closed loops, black

market and underground market, international trading chances.

VI. Think about new scenarios.
I. While hunting for old stuff…
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→ From Cybercrime to Cyber War
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• Botnet & drone 
armies

• DDoS

• Trojans & Worms

• Malware

• Server hacking

• Encryption

• Extortion & 
Ransom

• Man in the Middle

© 2009-2012 Jart Armin, Raoul Chiesa
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→ e-weapons
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• Black Energy

• Cluster Bomb

• Stuxnet

• Cruise Missile

© 2009-2012 Jart Armin, Raoul Chiesa
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→Cluster bomb VS Cruise
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• Black Energy

Multiple targets, loud and 

noisy

• Massive DDoS

• Loss of digital 

communication 

• Cloning of state 

communications

• Create confusion 

• Stuxnet

Laser Guided, precision, and 

stealth

• Compromise infrastructure

• Industrial Sabotage

• Loss of confidence in 

systems

• Create confusion

© 2009-2012 Jart Armin, Raoul Chiesa
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→ DIYO as a job

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ DIYO as a hobby

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Source: “Hackers in the national cyber security”, Csaba Krasznay, HP: Hacktivity 2010, Hungary.
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→ Offensive Security
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� Digital Offense capabilities as a key factor for 

effective digital cyber warfare.

� Provide cyberspace-wide support for civil 

and military intelligence operations.

� Real world digital attacks are not just 

“Penetration testing”.
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→ Offensive Security: recruiting
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� Recruiting “digital soldier” within state 

organization is not feasible.

� Key and niche knowledge of experienced 

digital intelligence analysts and hackers are 

required.

� Most attack technologies developed today 

will became ineffective by 2 years (max).
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→ Cyber Warfare Unit (CWU)
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� Concept to quickly and effectively develop cyber 

offense capabilities.

� Partnership with private security industry to 

establish “cyber war capabilities”.

� Enhance national and foreign intelligence capabilities 

in cyberspace.

� Develop cyber armaments and digital weapons for 

intelligence and military operations.
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→CWU: Services

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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� Setup of organization units capable of:

�Supporting digital attacks for intelligence operations in 

civil and military environments.

�Providing a continuous up-to-date provisioning of 

Cyber armaments and Digital weapons.

�Developing strategic and tactical attack 

methodologies.

�Managing required resources composed of distributed 

Non-State Actors for global scale digital conflicts.
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→ CWU: Organization

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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SLIDE NOT PRESENT IN THE PUBLIC RELEASE OF THIS PRESENTATION

(YOU SHOULD HAVE ATTENDED CONFIDENCE X 2012!)
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→ Cyber Attack «Methodology», from the Military & DoDs Perspective (March 2012)

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Source: Saalbach, Cyberwar Methods & Practice
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→ Cyber Attack «Methodology» (and, counter-attack), from an Hacker’s Perspective

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland

Source: Jim Geovedi, Indonesia
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→ xxxxxxx
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0-day

Software

«Bug»
Vendor

CERT (ICS-CERT)

National Institutions

Patch

Software Rel

x.y.z

Black Market

(Cybercrime)Black Market

(underground)

→ 0-day Markets
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→The  0-day market’ prices : what official surveys tell us.

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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Source: Forbes, “Shopping For Zero-Days: A Price List For Hackers’ Secret Software Exploits”, 2012, in  

http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-

hackers-secret-software-exploits
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→ 0-day Market prices – hacker’s surveys.

Public Knowledge  

of the vulnerability

Buyer’s typology

IS = IT Security companies

INT = Intelligence Agencies

for Governmental use 

(National Security protection)

MIL = MoD/related actors

for warfare use 

OC = Cybercrime

0-day Exploit 

code + PoC Cost: 

Min/Max

Y IS 10K – 50K EUR

Y INT 30K – 150K EUR

Y MIL 50K – 200K EUR

Y OC 5K – 80K EUR

N ALL x2 – x10



80 / 124

→ 0-day Market prices – hacker’s surveys.

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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Attribution

or 

Obsfuscation

of the 

Attack(s)

Vulnerability relays on:

Operating System ( OS)

Major General Applications 

(MGA) 

SCADA-Industrial 

Automation (SCADA)

Buyer’s typology

IS = IT Security companies

INT = Intelligence Agencies

for Governmental use 

(National Security protection)

MIL = MoD/related actors

for warfare use 

OP = Outsourced «Partners»

OC = Cybercrime

0-day 

Exploit code 

+ 

PoC : 

Min/Max

Y OS OP 40K – 100K

Y MGA INT 100K – 300K

Y SCADA MIL 100K – 300K

N OS OP / MIL 300K – 600K

N SCADA OP / MIL 400K – 1M
Outsourced to (Black) OPs
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→ Budgeting

� Strategic Governance

TBD

� Operations management unit

and

� Technology R&D unit

See: 

� http://taosecurity.blogspot.com/2009/06/black-hat-budgeting.html

� http://taosecurity.blogspot.com/2009/07/white-hat-budgeting.html

� http://taosecurity.blogspot.com/2010/05/more-on-black-hat-costs.html

� http://taosecurity.blogspot.com/2009/06/counterintelligence-options-for-digital.html

� http://english.aljazeera.net/programmes/aljazeeraworld/2011/10/201110191693940

2528.html

� http://www.govinfosecurity.com/articles.php?art_id=4185
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→ Actor attribution: does it matter?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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Attribution :
tactical level = irrelevant

operational level = helpful
strategic level = important

political (board) level = critical

„Attribution is not really an issue“. 
Senior DoD official, 2012 Aspen Strategy Group 

„The greatest challenge is finding out 
who is actually launching the attack“. 

Major General Keith B. Alexander, 

Commander US CYBERCOM / NSA, testimony May 8th 2009, 
„Cyberspace as a Warfighting Domain” – US Congress

© Alexander Klimburg 2012
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→ Mistyping may lead to different scenarios…
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Non-state proxies and 

“inadvertent Cyberwar Scenario”:  
„ During a time of international crisis, a [presumed  non-state CNE] proxy network of country 

A is used to wage a „serious  (malicious destruction) cyber-attack“ against country B.“

How does country B know if:

a) The attack is conducted with consent  of Country A (Cyberwar)

b) The attack is conducted by the proxy network itself  without consent  of Country A 

(Cyberterrorism)

c) The attack is conducted by a Country C who has hijacked the proxy network?  (False Flag 

Cyberwar) 
© Alexander Klimburg 2012



84 / 124

→ How such an «organization» would eventually look like?

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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→ Setting up a proper team

Raoul Chiesa - Security Brokers @ CONFidence X 2012 – Kracow, Poland
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CYBER TEAM

Threat Vulnerability Risks

Information Sharing

Legal Understanding

Enabling Technologies

Situational Awareness

Skill & Economical Gaps

Power Outcome

T
A
R
G
E
T
S

Cyber Risk / Threat picture

IT-Security

Constraints/ Network

Development of secure IT-Infrastructures

Legal aspects of Cyber Security

Intern. / Nat. Regulations, Norms

Exercise/Experimentation

Blue, Red, Yellow Teams 

Information / Decision process

Cyber Threat picture



86 / 124

→ Putting all together
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• „dummy list“ of  „ID-10T“  for phishing

• background info on organisation (orgchart etc.)

• Primer for sector-specific social-engineering

• proxy servers

• banking arrangements 

• purchase attack-kits

• rent botnets

• find (trade!) good C&C server

• purchase 0-days / certificates

• purchase skill-set 

• bespoke payload / search terms •Purchase L2/L3 system data

• equipment to mimic target network

• dummy run on similar network

• sandbox zerodays

Most CNE attacks are non-state, 
but they are state directed, affiliated, or tolerat ed … 

and virtually all of them depend on the non-state f or support

Alexander Klimburg 2012
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→ Plausible different actors, tough… (Non-State CNE [cybercrime] done by State)
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Alexander Klimburg 2012

Scenario III: “minor” Cybercrime

Usually either appendixes of existing OC or ind. small investigators

Basic hacking, DDoS, web defacement (besides carding, spam,…)

Can be “cyber-militia”, independent criminals � CNE mostly contract

Scenario II: “major” Cybercrime

Major OC, also leverages “minor level” political corruption in LE

“Kompromat” (Internet, voice), APT campaigns (R&D /M&A) etc.

Independent targeting + contract / career OC w. LE/IC, academia, etc.

Scenario I: “political” Cybercrime 

Internal government Cyber: Mil, IC, LE, i.e., official cyber

All services (primarily IP theft) 

“super-empowered” political individuals w. public resources for private

IC: Intelligence Community          OC: Organized Cr ime LE: Law Enforcement
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→ Putting all together: State CNE done by Non-State actors…
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Alexander Klimburg 2012

Scenario I : State directed (primarily IC & contracted)
“direct state interest” � targeted, contracted

“convergence” of state / private CNE and CNA objectives

Includes IC and close cooperation of IC / major organized crime (OC)

Scenario II: State sponsored (primarily ONSA)
“push” rather than “pull” (active incentives)

“distraction” and “training” benefit of unofficial cyber forces

Both opportunistic and targeted

Scenario III: State tolerated (primarily NONS )
“if you want cheap cyberwar, you need cybercrime” (passive incentive)

Internal political reasons (divert attention, hostility, lack of LE) 

Tolerated at one level often means sponsored at another! 

IC: Intelligence Community          ONSA= Organised Non State Actors               NONS: Non-Organized Non-State
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→ It’s outta there. Now.
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“Cyberpower“

„Cyberwarfare“

„Information       

Operations“

CNO

CNA/CNE

OPSEC

PSYOPS

Mi lDec

EW

CND

„Military 

cyber ops“

Internet 

Governance

Cyber-espionage 

(CI)

„Strategic cyber 

ops“

National Crisis 

Management

Strategic Communication

Cyber-Diplomacy

© Alexander Klimburg 2012

„Information Warfare”
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→ InfoSec Military trends…
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Situational awareness 

Self-synchronizing ops
Information pull

Collaboration
Communities of Interest
Task, post, process, use

Only handle information once
Shared data

Persistent, continuous IA
Bandwidth on demand

IP-based transport
Diverse routing

Enterprise services
COTS based, net-centric capabilities

Scouting elite hacker parties?

Single operational pic

Autonomous ops

Broadcast information push

Individual 

Stovepipes

Task, process, exploit, disseminate

Multiple data calls, duplication

Private data

Perimeter, one-time security

Bandwidth limitations

Circuit-based transport

Single points of failure

Separate infrastructures

Customized, platform-centric IT

OUT ���� IN ☺☺☺☺
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Conclusions
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→ Lack of Lingua Franca, components, roles, and rules.
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„Cybersecurity, Cyber-security, Cyber Security ?”

No common definitions…

Cybercrime is…?

No clear actors…

Cyber – Crime/war/terrorism ?

No common components?…
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→ Cyberpower -> National Security?
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“Cyberpower”
�“The ability to use cyberspace to create advantages and influence events in all the operational 

environments  and across the instruments of power.”

(Krammer / Starr / Kuehl)

“Cybersecurity” (NO official terms)

�„Cyber security is to be free from danger or damage caused by disruption or fall-out of ICT or abuse 

of ICT. The danger or the damage due to abuse, disruption or fall-out can be comprised of a limitation 

of the availability and reliability of the ICT, breach of the confidentiality of information stored in ICT or 

damage to the integrity of that information.” 

(Netherlands National Cyber Security Strategy)

�“the protection of data and systems held and transferred in networks that are 

connected to the Internet”.  

(Accenture)
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→ Summing up…
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• Cyber-Attacks can be used to fit a goal; and in preparation

to, during, and after a war. But wars cannot be won only by

that. The decisive battle will be still fought with regular forces.

• Nations with high dependence on IT are in need of a central
body that collects, analyzes, and assesses all pertinent

information from government agencies as well as from

private parties.

• No warning – surprising!

• Relative means (compared to conventional attacks) = great

impact!

• Immediate effect worldwide!

Traditional Force/Time/Space assessment 

is not working anymore
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→ Summing up…
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Risks/Goals

� Surprise/Shock

� Destruction
� Frustration

� Political return

Strategy

� No state and/or state actors
� Force goals by asymmetric power

� Undermine conventional mil./econ./pol. power 
� Using Data-security, Privacy of the Individual

„Deniability„ of Attacks
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→ Summing up…
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Defenders have to protect against all possible channels of attack.

The attackers only have to find one weak point to attack 

at a time and place of their choice.
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→ We know this.
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� If most of you guys here would identify your most 

trusted, motivated and/or skilled friends from the local 

and international hacking scene (yeah, those same people 

you always get drunk with at PH-Neutral, HITB and 

CONfidence), let's say 10 of them, YOU WOULD BE IN!

�Find a victim who should «coordinate» them («the g», LOL!!)

� Identify the Team Leader (seriously)

�Get your «Man at the Havana» (w/ Robert Redford’s style)

�Run a market survey (yup…there ARE competitors!!)
� +120 countries are developing Cyber Warfare capabilities: see “CyberWarfare Market 2010-2020” 

by VisionGain (NOTE: that book cost me a BUNCH of money!!!! �

�Jump in!
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→ But…there’s always a BUT!
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× Pay attention: it’s a «very weird

market» that is easily disturbed.
× As in, an aquarium is easily disturbed by 

introduction of a new fish or outside 

disturbance ☺

× Be clear, be «fair»: set up rules, 

respect them.

× It’s not a game. (see next slide)

× Actors involved may betray you

(from all around…)

× Stay in the white-list.
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…*much* better then possible, insane ideas!
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The USS Vincennes Shot
Down a Civilian Plane

Because of Bad Cursors

Air Inter Flight 148 Crashed
Because a Display 

Screen Was Too Small 
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Thinking AHEAD!
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http://blogs.csoonline.com/data-protection/2193/teenage-hackers-could-be-our-last-

best-hope
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